Cloud computing has been considered as a new model of enterprise IT infrastructure. It has become increasingly popular for data owners to outsource their data to public cloud servers while allowing data users to retrieve this data. A abundant works have been proposed under different threat models to achieve various search functionality, such as single keyword search, multi-keyword ranked search, etc. Among them, multi-keyword ranked search only achieves it. In this project, we propose a secure and ranked multi-keyword search protocol in a multi-owner cloud model over encrypted cloud data, which simultaneously supports dynamic update operations like deletion and insertion of documents. A special tree-based index structure is constructed and efficient multi-keyword ranked search is proposed and it can achieve sub-linear search time. As a result, different data owners encrypt their files and keywords by using different keys. Authenticated data users can issue a query without knowing secret keys of these different data owners. Extensive experiments on real-world datasets confirm the efficiency of our proposed schemes.
INTRODUCTION
Cloud computing is a subversive technology that is changing the way IT hardware and software are designed. Cloud computing provides abundant benefits including easy access, decreased costs, quick deployment and flexible, Resource management, etc..Despite the abundant benefits of cloud computing users are reluctant to outsource their sensitive data, including emails, personal health records etc. to the cloud data. Encryption makes the traditional Data utilization service based on plaintext keyword search a very challenging problem. A trivial solution to this problem is to download all the encrypted data and decrypt them locally. This method is not impractical because it will cause a huge amount of communication overhead. In this paper For privacy concerns, secure searches over encrypted cloud data have motivated several research works under the single owner model. However, most cloud servers in practice do not just serve one owner; instead, they support multiple owners to share the benefits brought by cloud computing. In future work, we focus schemes to deal with secure data sharing for dynamic groups in the cloud, we expect to combine the group signature and dynamic broadcast encryption techniques. Specially, the group signature scheme enables users to anonymously use the cloud resources, and the dynamic broadcast encryption technique allows data owners to securely share their data files with others including new users. The authentication server compute the revocation parameters and make the result public available by migrating them into the cloud. Such a design can significantly reduce the computation overhead of users to encrypt files and the cipher text size. Specially, the computation overhead of users for encryption operations and the cipher text size is constant and independent of the revocation users. To enable cloud servers to perform secure search without knowing the actual data of both keywords and trapdoors, we will systematically construct a novel secure search protocol. The reminder of this paper is organized as follows. Problem Formulation is discussed in Section II, and gives a brief introduction to the system model, threat model, the design goals. Section III describes the Proposed schemes in detail. Section IV describes the data user Authentication in detail. And Section V covers the conclusion.
II. PROBLEM FORMULATION A. The System Model
The system model in this project involves three different entities: data owner, data user and cloud server.
Data owner -Data owner has a collection of user wants to outsource to the cloud server in encrypted form while still keeping the capability to search on them for effective utilization. In our scheme, the data owner first builds a secure searchable tree index I from document collection F, and then generates an encrypted document collection C for F. Afterwards, the data owner outsources the encrypted collection C and the secure index I to the cloud server, and securely distributes the key information of trapdoor generation (including keyword IDF values) and document decryption to the authorized data users. Besides, the data owner is responsible for the update operation of his documents stored in the cloud server. While updating, the data owner generates the update information locally and sends it to the server.
Data users -Data users are authorized ones to access the documents of data owner. With t query keywords, the authorized user can generate a trapdoor TD according to search control mechanisms to fetch k encrypted documents from cloud server. Then, the data user can decrypt the documents with the shared secret key.
Cloud Server -Cloud server stores the encrypted document collection C and the encrypted searchable tree index I for data owner. Upon receiving the trapdoor TD from the data user, the cloud server executes search over the index tree I, and finally returns the corresponding collection of top-k ranked encrypted documents. Besides, upon receiving the update information from the data owner, the server needs to update the index land document collection according to the received information.
B.DESIGN GOALS
To enable secure, efficient, accurate and dynamic multi-keyword ranked search over outsourced encrypted cloud data under the above models, our system has the following design goals.
Dynamic -The proposed scheme is designed to provide not only multi-keyword query and accurate result ranking, but also dynamic update on document collections.
Search efficiency -
The scheme aims to achieve sub-linear search efficiency by exploring a special tree-based index and an efficient search algorithm. Privacy-preserving -The scheme is designed to prevent the cloud server from learning additional information about the document collection, the index tree, and the query. c. Keyword privacy: The cloud server could not identify the specific keyword in query, index or document collection by analyzing the statistical information like term frequency. Note that our proposed scheme is not designed to protect access pattern, i.e., the sequence of returned documents.
III. THE PROPOSED SCHEME
In addition of proposed procedure we propose secure and efficient dynamic multi keyword search over cloud model, which is a variant of the short group signature scheme, will be used to achieve anonymous dynamic group access control, as it supports efficient membership data access with revocation member list verification without key update or key sharing from owners. Elliptic curve cryptography algorithmic used for key generation, distribution, encryption and decryption.
Elliptic curve cryptography (ECC) is an approach to public-key cryptography.ECC algorithm is used for key generation, distribution, encryption and decryption between group manager, group members and cloud server authentication and communication. Elliptic curve with 160-bitgroup order, which provides a competitive security level with 1,024-bit RSA. MD5 is the algorithm used for cryptographic hash function which refer the file upload by the owner.
Advantages
The proposed scheme should allow new data owners to enter this system without affecting other data owners or data users, i.e. support data owner scalability. The proposed scheme should allow multikeyword search over encrypted files which would be encrypted with different keys for different data owners. It also needs to allow the cloud server to rank the search results among different data owners and return the top-k results. In this system a higher level secure privacy is defined and achieved. Low overhead and high performance is due to the revoke verification procedure. Multi-owner data is sharing with high security.
IV. DATA USER AUTHENTICATION SERVER MODULE:
Authentication Server takes charge of system parameters generation, user registration, user revocation, and revealing the real identity of a dispute data owner. In the given example, the authentication server is acted by the administrator of the system. Therefore, we assume that the authentication server is fully trusted by the other parties. Group users are registered under authentication server for to create, delete or access data's in the cloud. Authentication server distributes public key for every registered owners/users which is used for connecting cloud. User's details with specific signature periodically revoke to the cloud system for request user authorization.
User revocation: User revocation is performed by the authentication server via a public available revocation list, based on which group user's can encrypt their data files and ensure the confidentiality against the revoked users. The authentication server compute the revocation parameters and make the result public available by migrating them into the cloud Such a design can significantly reduce the computation overhead of users to encrypt files and the cipher text size.
Traceability: Anonymity guarantees that group users can access the cloud without revealing the real identity. Although anonymity represents an effective protection for user identity, it also poses a potential inside attack risk to the system. The authentication server should have the ability to reveal the real identities of data owners.
CLOUD STORAGE SERVER:
The cloud server provides data storage and search services to data owners and data users. After verify the user connection under signature, user can able to access the particular owner's data with respect to owner's private key which is reference of user identity (ID data). So the cloud verifies whether the request user is in the revoke list which is send by group manager under signature if so, it provide permission to access the data else throw unauthorized user request.
Search Request: Once a data user wants to search t keywords over these encrypted files stored on the cloud server, he first computes the corresponding trapdoors and submits them to the administration server. Once the data user is authenticated by the administration server, the administration server will further re-encrypt the trapdoors and submit them to the cloud server.
Search Result: Upon receiving the trapdoor, the cloud server searches the encrypted index I of each data owner and returns the corresponding set of encrypted files. To improve the file retrieval accuracy and save communication cost, a data user would tell the cloud server a parameter k and cloud server would return the top-k relevant files to the data user. Once the data user receives the top-k encrypted files from the cloud server, he will decrypt these returned files.
V. CONCLUSION
In this paper, we explore the problem of secure multi-keyword search for multiple data owners and multiple data users in the cloud computing environment. Different from prior works, our schemes enable authenticated data users to achieve secure, convenient, and efficient searches over multiple data owners' data. To efficiently authenticate data users and detect attackers who steal the secret key and perform illegal searches, we propose a novel dynamic secret key generation protocol and a new data user authentication protocol. To enable the cloud server to perform secure search among multiple owners' data encrypted with different secret keys, we systematically construct a novel secure search protocol. To rank the search results and preserve privacy of relevance scores between keywords and files. Moreover, we show that our approach is computationally efficient, even for large data and keyword sets. As our future work, on one hand, we will consider the problem of secure
